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E Do you consistently
monitor your bank’s

website?

0  Would you know if your web-
site content changed?

0 Do you monitor your domain
name records for hijacking?

0 Can your bank afford the
embarrassment if your web-
site were defaced?

How secure are the critical
records that support your
Internet presence?

O Is your Secure Socket Layer
(SSL) certificate valid?

O Do you understand the con-
sequences if your SSL certifi-
cate expires?

O Is your SSL certificate config-
ured correctly?

Continuous monitoring and
management-level reporting

SecurePipe monitoring gives you
peace of mind 24x7x365. It ensures
the integrity of your public Internet
presence is not altered without your
awareness. Extensive, user customiz-
able reporting is available online.

Internet Presence Protection
Website Defacement Monitoring
www.your_website.com

2004-11-04 — 2004 -11.25

Target Port Status Date
wwyour_website.com 80 Cood  2:15 AM, Now. 25, 2004 CST
www.your website.com 80 C 1 2:45 AM, Now. 25, 2004 CST
www.your_website.com 80 Cood  3:15 AM, Now. 25, 2004 CST

www.your_website.com 80 Cood  3:45 AM, Nov. 25, 2004 CST

SECUREPIPE

MANAGED NETWORK SECURITY

SECUREPIPE INTERNET
PRESENCE PROTECTION

FREE Internet Presence Protection
Exclusively for ACB Members*

Internet security is becoming an ongoing discipline for
community banks; one that requires vigilance 24 hours a
day, 7 days a week, 365 days a year to ensure that your
website records—and the reputation they support—

remain unaltered.

Your website could be defaced without
your knowledge, causing bank embar-
rassment, lost trust and a tarnished brand
image. SecurePipe Internet Presence
constantly

Protection Service will
monitor your website
content security cer-
tificates, email routing

and DNS records to | Noc
detect unplanned or

unauthorized changes.

Monitor your
site’s content for
unplanned
changes

Monitoring your web-
site’s content  has
become an increas-
ingly important priority. Every website—
large and small—can be the target of
defacement attacks, which cause the site’s
content to change. SecurePipe’s service
will track key aspects of your site’s content
and notify you in the event of defacement.

Track changes that could indi-
cate a hijacked domain

If a hacker were to gain control of your
domain name, they would be in control of
your Internet presence. Your site might
not load, or worse, it could be replaced
by one with objectionable material. This

SSL Certificate Integrity

service is a proactive measure that will
ensure your current and potential cus-
tomers will find your site, as you intended,
every time they visit.

Detect an

invalid, expired

or improperly
Web Site configured SSL
e | certificate
A Secure Socket
Layer (SSL) certifi-
cate is crucial to
your online business.
SecurePipe monitors
your SSL certificate,
including its configu-
ration, validity and
expiration  dates,
thereby helping your business to avoid an
interruption of sales or damage to your
reputation.

DNS Record Changes
MX Record Changes

Verify email routing records

Just as your website is a large part of your
Internet presence, so is your email.
Would you know if your email was being
rerouted through an attacker? Don’t take
the chance. Let SecurePipe’s Internet
Presence Protection help verify that the
records responsible for routing email
have not changed unintentionally.

* SecurePipe Internet Presence Protection is free for ACB members. Service will be activated upon the completion of a com-
plimentary security review. No purchase is required. Free service will be extended for twelve months from date of activation.
For ACB members who enter into a service agreement with SecurePipe after January 1, 2005, Internet Presence Protection
Service will be added to the agreement and will be delivered free of charge as long as you remain a SecurePipe customer.

Copyright © 2005 SecurePipe, Inc.

Our business is securing yours.
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How it works

SecurePipe’s Internet Presence
Protection Service will continuously
monitor your Internet presence for signs
of a potential attack. Using website
defacement detection technology,
SecurePipe’s service tracks key aspects
of your website’s content.™* If a poten-
tial problem is found, you’ll receive
immediate notification so you can
resolve the issue without further embar-
rassment. Internet Presence Protection
also detects invalid, expired or insecurely
configured SSL certificates, tracks
domain name record changes and veri-
fies routing records for email.

Why it’s effective

Ongoing monitoring and analysis pro-
vides assurance that key elements of
your Internet presence infrastructure are
intact and unmodified. This ongoing
monitoring is provided by SecurePipe’s
Network Operations Center (NOC)
where your network will be continuously
monitored and a team of trained security
professionals are available to assist you
24x7x365 as necessary when any issues
arise.

**A website is defined as the document refenced by the
primary URL and all pages on the same site that are avail-
able within two links of the primary URL.

The benefits

The biggest benefit this service brings is
the peace of mind you'll get by knowing
that your vigilance is helping to secure
your Internet presence. Quick identifica-
tion warns of possible breaches, enabling
an audit of the site and a resolution of
the issue.

Results delivered

SecurePipe provides documentation that
enables you to demonstrate a respon-
sible security posture to customers, as
well as auditors and regulatory authori-
ties. Access to online, real-time reporting
enables the delivery of trend reports
over customizable time frames.
Reporting can be used to provide an
audit trail that verifies diligence for man-
agement and third-party review.

Warning Trends

Harnings
bl

2004-11¢
2004-11-05
2004-11-
2004-11-
2004-11-08
2004-11-
200d-11-4
2004-11-11

Tine
[l Website Defacement Menitoring
[l M Monitoring

[l SSL Gertificate Monitoring
DNS Monitoring

Internet Presence Protection

2004-11-04 - 2004-11-11

In this date range:

Sarvice

Monitored Targets Current Status Warnings

Website Defacement Monitering 2 URLs Warning 2 Warnings
S5L Certificate Monitoring 9 Certificates Warning 1 Warnings
MX Meonitoring 2 Servers Mo Warnings
DNS Monitoring 2 Domains Warning & Warnings

Start Date 2004-11-04

End Date 2004-11-11

View New Date Range

Reporting monitors all aspects of your Internet presence and is customizable by date range.

What Internet Presence
Protection can do for you...

Website defacement
» Avoid the embarrassment that
a defaced website can cause
» Ensure your current and
potential customers have
access to your website

SSL certificate integrity
» Avoid letting your SSL certifi-
cate expire

» Avoid improper configuration
of your SSL certificate

DNS and MX record changes
» Ensure ownership of your
domain name

» Ensure your bank receives all
email sent to its domain

Related services

No customer premise equip-
ment is required. Add-on
service complements all other
SecurePipe services.

Trust your network to SecurePipe

» Professional security services
since 1996

» Remote management of
devices across six continents

»  Audit compliance with SAS-70
standards

Network Operations Center
Madison, Wisconsin
608.294.6940

www.securepipe.com

An ACB Business Partner

SECUREPIPE

MANAGED NETWORK SECURITY
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Our business is securing yours.





